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2.2 USENIX Security [2]
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2.3 The Network and Distributed System Security Symposium (NDSS) [3]
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2.5 International Conference on Computer Aided Verification (CAV) [5]

1980 ER 2 S WRMIE DT D b v 7Rk, MALOHBEL R 2HH» SIGH ETERIBILL &
N=F2. flELF2)T 1Dy ardbdbdh, 2024 FEOBERZ0HFTH- 7.
3 BEEGmRXDHHDHER

112 2020 205 2024 FFEF TORBENRRIFRICE T 2 BEGR B ROHEBL 2 RT. S&P %
USENIX Security, CSF TIZf##ii L T—EBROEERIBRRINTWE Zehbhr b, R,
CSF T3 4 EEmcH 5.

7% 2020 2021 2022 2023 w2024

o
o~
N
ha o =
25
< 0 0 < < < %w § i =
y . ™ . w
. §”/N§DHDHD/¢ §/¢H“ S
S&P USENIX SECURITY NDSS CSF CAV
1. 2020 FH 5 2024 FF TOFENRIHRICB T 2 B R OHERS.
BE

[1] 45th IEEE Symposium on Security and Privacy Web Page, https://sp2024.
ieee-security.org/.

[2] 33rd USENIX Security Symposium Web Page, https://www.usenix.org/conference/
usenixsecurity?24.

[3] NDSS Symposium 2024 Web Page, https://www.ndss-symposium.org/ndss2024/.

[4] 37th IEEE Computer Security Foundations Symposium Web Page, https://csf2024.
ieee-security.org/.

[5] 36th International Conference on Computer Aided Verification Web Page, https://
i-cav.org/2024/.
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I AcFp™ (n <m) ATRZ b scFp, ecF', beFidb=sA+e Zii/zL T3
5%, HL, /A4 ART ML e DFWDE, TSR o LT Dy, » (FHEE O, FERE o
O F, LHEEL Gauss 7070) ICiE-> TEIXNS. (A4,b) 52 5N s(¥7:1d e) 23Rk 2%
%3 LWE & (LUF, LWE M IER) ¥ 5 5. LWE BEZ IS FEICRE X2 2
DT H 25, ARk LWE B2 BEGEHE (IP) IS S8 2 FIRICERE Y TS, 2015
T4 F ) LWE MO TP BIEADIRE SRR XA [1], 2023 Fi2—fD LWE FED 1P R~
DIFEPRE SN 2, 3. LWE MEOREM 2 FIH Ui & FEHEEE S TH 5 LWE B5iE, o
FfEZ (A, b), WEREE s 5 5. n =232, m=1042, p = 32749, o = 0.00217p --- (1) 1 [4] ic
IDHREINTVE AT A—=ZD—ITH 3.
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Ao = (ADERMD n x n1751), Ay = (ADHERD n x (m — n) F751)

(b DERD (m — n) KFERZ T )

(e DERD (m —n) RIERZ bov)

by = (b DFEM®D n Kot tv), by
eo = (e DEMD n KLRZ bV, e

Ag & F, FIEAIT® 2 L RETB. W =A;'A; £ B, s= (bp—eg)Ay" - (2) R egW—e; =
bW — by (BIHLT by = bW — (egW —e1)) ---(3) B DILD [3]. wij & u; & (wij) =
W, (ui,ug, s Um—pn)t =bgW —by EERTS. [-(p—1)/2,(p—1)/2] TRIAN TV e DK
Nl x, 2HoTe= (r1,22, &) £BL. T2, X (3) EDXD X572 IP EZ MK
TE, REMAH e #RT (FTREMED EY).

BRREE: 27 + 23+ -+ 22, — D
HlHIz: w11T1 + Wo 1T+ + Wy 1Ty — Tpi1+ pYy1 = U
Wi2T1+  W2alyt -t Wp2Tn — Tni2t PY2= U
(4)
W1m—nTl TW2m—nT2t+  + Wpm—nTn— Tm +pym—p = _Um—n
eoW —e1  F,zBBuc  boW-—b:

3 LWE BSOHERER (AE0FS)

IEFATANCH LT, MAaMD & 2 0EIGEEN DT D 0 DI, ZDITFIE “IRIENATH 5
=0 Il N a

ARX, n =60, 80, 100, ---, 240 LT, (IZF) AR W %7 ¥ X LIGEY, pldp > n?
i SRANERE L, (1) 2Bk =0.00217p £ LT Dy, » KHEo T/ 4 AR ML e B,
(4) D XS EN 5 IP MEZ Zzh2h 10 AfER L Y uox— SCIP Zffio TiEZ, IEfR L 51T
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RE 23 L7z, 7238, n > 200 O5EE, BEOEE FIZIEnA7z Wicks IP BEIEMEL 2k
MTERDPo. B n LT, 10 HORERIEL < @5 & 7= EoE80

W o477 n=60 80 100 120 140 160 180 200 220 240
X7 W 10 10 8 6 8 3 3 6 1 0
FIE AR W 10 10 10 9 10 10 10 -— — —
LD, XA WIZE S IP BERIEMRBE ORI ERZ0 o 7h, IZIEMNAL W TlEiFE
AETIEMDR/ oIz, SCIP OFEITRMHD [ (s)/Z Dl 1 ERD & 5127 o7 (BEEIX OS:
Windows11, CPU: Intel(R) Core(TM) i3-8145U). 728, TERFD Ag i A x 108 &K T 5.

W |n=60 80 100 120 140 160 180 200 220 240

X [0.0/0.0 0.1/0.1 0.1/0.1 0.0/0.0 0.1/0.1 0.3/0.2 0.3/0.2 0.7/0.4 1.0/0.6 5.8/10.2

i3EH# 0.0/0.0 0.0/0.0 0.0/0.0 0.3/0.4 2.4/21 2.45/3.54 3.45/3.37 — — -

ZORPS, IXENALWICK2 IP BB LT, ndd 202 25222 SCIP OETRREIE 12
EREEMLZS5THS. XoT, n=200 THHEE, n=2207T5, 6H, n=240T2H»HE
Er P, ZORMEIBESEEYL L CIBEENLHETDH 5.

n = 240 BEOIXE A2 WIic k3 IP MEE, SOELRCTHENRRE TR 2 L KET 3.
T58, ROFINIAVZAL1LICE->T, AcFp®icks LWE ESOHREERT 2 L NTE
3. 88, A7y 7T B) kD, AFv 79 (2) 10k 3.
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2. Dp, o 15T eg, e1 € F)) 28R 7. by = bW — (egW —e1) ZEtH T 3
3. Ag €T 25 Y R AITESR 8. b= (by b)) £BX

4. Ay = AW ®3HET 2 9. 5= (by —eo)Ay ' EEHT 2

5. A= (Ag A)) £BX 10. (A,b) & s RS

ZOHECTEBHBOIMETH 2, NBIE (A= (Ag A1),b) LT, Ayt A 25 (1E1F) xHf
TRWI EZHErLDIUITITDHS. HIZ A DINOANBEZIMTHOIATVTS, Fo AR HTO
AgtAL B (IFIF) MAR S, ARIAHRD AjT A b (1FI1F) HAIKRD Z5TH 5.

AR, AeFpon cBRELRA, & D —ko AL THIFROAERDATREMNZIRE L 720,
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(1] M FE, 5 RE, ML, BEA. BEGHHMEIC X % binary-LWE BEDRET LTV
A L. SCIS2015, 2015.

[2] Masaaki Shirase. Reduction of search-LWE problem to integer programming problem.
Cryptology ePrint Archive, Paper 2023/1162, 2023.

(3] BB, LWE MBI 3 2 BEETHEE O —E& 5. SCIS2024, 2024.

[4] Daniele Micciancio and Oded Regev. Lattice-based cryptography. In Post-quantum cryp-
tography, pp. 147-191. Springer, 2009.
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1 =

Chosen Plaintext Attack(CPA) i, BEBEEZEDFEIR L 7P LT, S ZHISTE 2 Z L Z2Hi
R LSRG OWBETNVTHS. UL, WEBEDVT 7 v 7Ry 7 A A% LEESE Oracle
EXFETE S L 51T 52 TlEAMbE 5. AFETIE, Dolev—Yao E7 /LD 7\ b 2 )UGEEY — b
T® % Tamarin prover[1] ZHW, IBELHRER (BFS) LA G DE S Z AT & % Heuristic Oracle
ZEH LT, CPA E7NVOREMEMGEEZ 32 L 7. Tamarin prover D EF /LKW &, Schmit & [2]
WX o THZ BN TWAD, Heuristic Oracle Z{#H 3 2 #EEI%, Tamarin prover 37 7 4 )L b THE
19 2 BHEM R R AFE (BEHBE — F) ICHART, AEHER OB R Z 7 A X ATl T
5. HWDFEIHIZE DY 5 Heuristic Oracle ZE AT % Z & T, FFRANTFEA L 720 lemma % #RGEE S
52N TELILZRT.

2 CPAETI
X1%: Single message model X1745: CPA model
@ Oracle o'“
l/V\I Sender h I: ¢ Receiver | |
@,.%@ (O @™
Secret Key Secret Key
Shared secret key WEE ?‘: or BAWE, Shared secret key

R 27V, HH T 2WERE (—ERD ) Z21EE, 2hzfio TFX e S{LT 20T
%5 (K1 7). WEBEZ, 5L Oracle ZAH L TS X 2/{ 5 Z LA TE S, BES5{L Oracle iI27 2
L AHKLZ XA IV E EREDEA IV THS. WGl CEXOMENEZ &) X, IREBOMERR
PRS2 2570, RBEREARETRAZIEELRVETLET S (K1 H).

3 falt

MEES %5 CPA ET M, X vt =Y 2GSV I 74 72 RTEBGEIS D oMK S 2 5 IE
LT T 5. BE7Y) I7 40 7OR2 0%, HICH T 2EXMImc ko THESI NS, s
ZRO I BRVED , EEHEDOREE X WBENES IS, ZRZNOHEOFR—BB R THWR
WBRWIZ e RFEHAT 2729, K 2 £®D “Tamarin CPA Code” 23 f7H T, #EFH L 72\ Action Fact
“Notequalvalue” Z A#L T\ 5. Oracle I& python 7127 2 ZFH L, FEHDIEEZ % Output 33
% ERENC AT WS, HL, Oracle PIEL KCEIEL TW 2028 5 22 DREIHY Y —1%, FEET
BET2HEND o7z, ZDIDIER L7z Oracle 1%, Tamarin prover ® Web I/F Zffif L, GEAH%
Step 173 % Z & CHGE L 7. WEHE X, In Fact & Out Fact /LT Oracle X7 7R T2k
BHKD. Lo T, Pl 2 E2ERTATT7E L. (1) FFEDFESR (In, Out TEZTW5, senc
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E27 : Tamarin CPA Code B2+h: My oracle B24: Code execution

1 HE 2
2 (omitted) ! ! b (omitted
3 ik g (omitted)! ( . )
il &
g |£u|e Encrypt_oracle I ) . 555>>>>55555>>>>>>55>>> START INPUT
6 [ In(<$4, n>), Fr ey) ,St_Attacker(n )] --[Send($A, senc(<§h, n_>, “key)), lines = sys.stdin.readlines()4 O I DI
7|[Secret (n_), 0rac|e($l\) Sender ($8), RoleU Oracle’), Oracle send)lam(m ) 1> TL - 1: St_ReceiveKeyOracleplain( m_, key_ ) »o #i
[ Out (senc(<$h, m_>, key)), St_ReceiveKeyOracleplain(n_, kay) 17 IEZ . : IKUC senc(<$A, m_>, key.) ) @ #vk
me e : St_ReceiveKey( ~m, key ) »2 #i
Eule(&er)\de; e(nﬁry;)ll s d($B «s8, ) t( - Xﬁ z 3 : IKUC senc(<$B, ~m>, key) ) @ #vk.1
Fr("m r --Loent senc ey ecre m : St_ReceiveKeyOraclepl L, key_ #3
Sender (§8), 0rac|e($A) Role(’Sender’), Sender send],plam( n) 1-> Ilenma = oysargy[1]1 . !Ku(e:::‘\(/z(:i_;?cmfz,aizij ) @ezvk?zw 2
3|1 [ Out (senc (5B, 0>, key)), St REW'VEKW( LL for line in lines:! : St_ReceiveKey( ~m, key ) »2z #j
5 ru[e Avtaskarty 4| num = line.split(’:")[0]! : IKUC senc(<$B.1, ~m>, key) ) @ #vk.3
Bllet! ==
3 6. 2 ii:ﬁf‘"m kt%L) f if fe;":a 5 Kgégigﬁ;squ?g‘ I:ne : 555555555555>555>5>>5>>> START OUTPUT
- » a.gppendinum 4
"'993339 = sdec(c_, key)! elif “senc(<§B, “w>.key” in linel
<$8, “m>, ki |
S[S,t‘ Recelﬁk?yﬂrﬁclipl?u?(m %eﬁﬂ) In(Eenc(<$A n_>,key_)), ! nTb Zﬁﬂi,&d%num)ﬂ" @ in line:
t_Receivekey ("n,key n{senc (< ey L 1if KU (k line ¢
-=[ Notequalvalue(<c_, c>) Secretmessage (nessage)]-> [ 14 eml' Kl (kz :g ling:s
‘5‘ ( “ D 4 Ic.append (nun) ¢
onitte else:
6 Id.append(nun) ¢
7|restrictjon choiceplain: L else:d
AII x Hi. Oracle_send_plain(x)®il
=35 (Ex 'y H). Oracle send_plain(y)ej & #i < g,) |4 exit(0)4 >555555>>>>>>>>>>>>>>>>> END Oracle call
(Ex v #i. Sender_send plain(y)®j & #i < #i)"4 1
ranked = la + lb + lc + ld!
Iemma value _notequal : 4 m 4
TR R H X Notequalvalue(x)@n & Notequalvalue (x)@j ==> Hi=Hj"+ i fD;r:n;’El"T"kEd )
5 (onitted): 51(E0F]
6 < [EOF]

2 KB EREDO X OESIL) ORI EEIEN 2 B S 2. (2) WEED W 2 Him 3 5 Hilf 0B
JIER7 % N 5. GEBH L 72\ lemma @ Action Fact % Oracle ICfRE S %728, X 2 H1 “Myoracle” O
16 7TH “value_notequal” 25t LCidb L TW 5. Oracle 1, £ TOAEHEE % EOL TXY]-
T, Stdin FEHT 7Rt R LTHUHE NS, K214 “Code execution” 1%, AERHDNEZE (—HHFE)
% “START OUTPUT” 205 “END Oracle call” THERRST 2 Z N TE 3.

4 IREHER
Oracle DFH MY GEHH L 72\ lemma OMGEERIRZ F e D7 (£ 1). AL THA L 72MEEa— F
135~ C GitHub ~BH LT3 [3].

#1: Oracle 1711 X 5 BRak#i 9t
Oracle L Oracle 1 AEWI L 72 Ol lemma PRk g
BGEDIEE & 2w BRiEA 1% 5 |value_notequal (K # DTS 3C & BUEA DIGH LA B L v verified(fifi3 —# U 22 W IEWIA35¢ 1)
secret (FIEVED RN T 3) verified(SC4E e Lt L)

59 %l:lnﬂ‘ﬂ 2: 1§

Tamarin prover @ HEIMEEIE, —fi%HUICIE BFS OB R S KEZ Ao 5 Z e BHR2 e Fbh
TWB, FEFHIZOWTIEZ 5 Tld v, AFEE, BFS A EHE 5 Z 2 232k % Heuristic Oracle
ZEAL T, CPA 7 VOLEMWMEEZ FEM L /2. MEAEDHED 572 \\WE 7 L% Heuristic Oracle %
L, GERA L 72\ lemma ZRFRINCHEETE 2 Z e 2R L7z, S%R1F, EBTHHL TV 2IEE S
v haldtdx a7 4 F%, Heuristic Oracle ZF|fH UMGEES 2 Z 2 ICHD HATWL .

BEE AWITEO—HRIX JSPS RIFE22K11982 DBIRZ 21725 DT
SE X
[1} D. Basin, C. Cremers, J. Dreier, S. Meier, R. Sasse, B. Schmidt. Tamarin prover, Version 1.8.0, 2024.
Available at: https://tamarin-prover.github.io/
[2} Schmidt, B. “Formal Analysis of Key Exchange Protocols and Physical Protocols,” Ph.D. thesis (2012).

[3} T. Mieno, H. Okazaki, K. Arai and Y. Futa., Tamarin prover models and logs to reproduce the results in

this paper, 2024. Available at: https://github.com/mienotakehiko/fais2024_summer
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1 EXFEERAVH— RFR—IESORAEEMH

IR, Y7 TDESH— PV THESEC Y o MEGEH 2 WERICET T 27— FR—2X
5 O EA, I— FRBRRT v 7O FFIZOWTORLAEE > TWwb, Koch 5 [1] &
A= RFR=ZEE T b alDh— FREEERAT v TBICET 2 NREEHD -, fEE L b —
FRBBLUZAT Yy 7BOT0 F alBEET 208 3 PERMBAEE2{T 72 ZOFEZICHT S Z
L THEA RBIBUC O W T ORATREMAEIHDERE 3 2 2 L S HiRF I N5 28, A EIMERICHH N7
077 LDMYEFRR L, XoT, BBYICER L TIELWERMESNRWATRESEL S 2, RIS
T, Koch 5OMEET 025 ADED 2EY 2 — N T L ICERNZ I & HICIER L, MEEks SR
NOHERHOPICT B, £z, IEMLAD OMYIREEFELRREL, KEZIELCUHETE 3
ZEEIRT,

2 WO S LMIRD X{EIE
Koch &REFICH W70 25 AD8ED) ¥ ZDMEHFIZE 1 O@BDTH 3, BB, 2h2ho
D IOV T D RFIRIEIE % ERICHEEATRER 7 1 75 2% GitHub [2] 2 B% X hizn,

2.1 shuffle #® correctness F&3iE

correctness DFRGEETIE, shuffle 2D state I bottom sequence NEFNTWVWR W I & ZHER
%5, ZZT, ®%H— FFHIH bottom sequence TH 3 Z & IdH— RAIDH T 02 1 OfMAIET 2
ZeTHED, Mt 077 ATIERABRDDICI DI 1 2B T 208 5 5 & W5 5% MGEE
LTLE->TWS, 2, BIZISHERD X1, THSH—RF| (K 1720053 50— R3) %
bottom sequence TH % LFRHELTLES Z2IiZhD, BEHEICE2EDTH S,

iz il
. H— K R Wil 5 At
533 ! ! |
\ \ input- I output-
B¥H—F 1 285 —F | probabilistic | .p. o p o

! I possibilistic | possibilistic
shuffle #£® correctness fFE v ! v ! v/ !
| | |
shuffle £ DR v ! v v/ ! !
| | |
turn £ D security Mk v ! v v ! !

£ 1. BEEH 7025 A DD b 7 D2

“ETR T LD NZEDEE N TOMIEERICHE L2 MIT I 2RT, 7220, MEksk
Ho S5 H— FOREE BEIENROZEEDOH G V7 DN VWTWARERETHIGEDA, 7
0272 LD PGS RIS E Y KT T,
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2.2 shuffle BORERIE

shuffle (ZJEHES 11 2 RN (ZZTE DML T2) ito TEMWE 7 2R L 1 — N
WHEHA T 2 Ee LTERMbEhTWwa o, B — Nl s, OMERZ u(s,) £ 32k, shuffle 20
71— FHIDOMERIZ pu(sy,) := ﬁ Sulr~l(sy)) eREIND, TNEEBLANEROFRIWCERT 5
L |n| S D& ICHDIITR B, BFE 70 25 A TIE & m + g PRI MO TR SN TN S
728, FTREMRNRD &5, Hle LT, 1D 7% state & shuﬂ‘le Tl shuffle 2D H — FHlD
FERDHEIIETNT 5 7203, MAET B 77 ATHEAT 2 LR TART S Lo TLEY, WSH
RO TH %,

2.3 turn 8D security ¥R

turn #£ D security DMEE TIE L EMEEFR I, & observation DFER p WERTHL L %
MR T %, turn IZ &k o T state I 2 D XS WZHIET 203, p IR HED ZHZND state IZDW
T state PO FTRTD A — FIOHERDMEZ L o 72dDTH 2, LAL, MAET 774 TEp %
ATET 2 BICHIR DT RTD state DA — FIIDIHERDNIZ L > TWa 7z, o EtEMR L
%%, Bl ZIXX 2 D observation A3 1 DIFAE T, ELWEETIE p = £ X0 + $ X1 + 3X10 &
72D ZTRBERTHR WD security iz X RVWEHETNELD, R0/ 7 L TiHET S
p=3(1X00+ 3Xo1 +3X10+5X11) =12RD pEHTH 2 Z &H 5 security Zifi7z 3 & i8H]
ELTLES iR, BEEIcL 2R TH 2,

1. shuffle ZOMERFHIZOWT D KB

BE XK

1342 1/, x,,

2431 1/, x,,

3421 1/,x,,

1234 1/3 Xoo 3214 1/3 X1y
1234 Xoo + Xo1 + X
oo T Ao1 T 410 1243 1/3 Xo1 3412 1/3 Xo0
1342 X11 1342 1/3)(10 3421 1/3 X10
2143 1/3 X, 4218 1/3 X10
(shuffle, {id,(12)}) 2841 1/, 4312 1%,
2431 1/ x 4321 1/ x
1234 1/2X00+1/2X01+1/2X10 /3 %01 /3%n
(turn,{1})
2134 /3 Xoo + 1/3 %01 + /3 X1 1999 4222
1342 1 X 22?2?3722
241 1234 1/3 Xoo | 2143 1/3 Xy, | [3214 1/3 X, | 4213 1/3 X10
1
3142 X 1243 1/3 Xoq | 2341 1/3 Xoo | 3412 1/3 Xoo | 4312 1/3 Xo1

4321 1%,

2. turn %D security MEEIZDOWT D KA

AWzEix, JST, CREST, JPMJCR22M1 O E%%Z37-5DTH 5,

[1] Koch, A., Schrempp, M. and Kirsten, M., Card-based cryptography meets formal verifi-
cation, New Generation Computing, vol.39 (2021), 115-158.

[2] GitHub, https://github.com/fujitargz/fix-cardCryptoVerification
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