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1 Summary

In this work, we propose the first formalization method of linear secret sharing using ProVerif.
As an application, we formalize the linearity of operations with shares and constant values, and
verify their correctness and the detection capacity of parties corruption in the output phase
of the SPDZ [1]. Our formalization technique will help in the future to verify other secure
multi-party computation protocols based on linear secret sharing and so on. See (github.com/

xk-watanabe/MPC_ProVerif) for the verification code of ProVerif used in this work.

2 Formalization of Linear Secret Sharing using ProVerif
Since ProVerif does not support protocols with an arbitrary number of parties, in this work
the number of parties is fixed at three. In addition, we deal with n-out-of-n secret sharing

schemes such that the secret value cannot be reconstructed until all the shares are not collected.

2.1 Secret Sharing and Reconstruction

To formalize the secret value and its share, the respective types of constant value (unshare)
and share (share) are declared. To distribute unshare into three share, we declare functions
which return the share held by each party, respectively (e.g., fun sharel(unshare) :share. for
partyl). In order to generate shares for all parties at once, a macro is used in this work (i.e.,
letfun secretsharing(s:unshare)=(sharel(s),share2(s),share3(s)).).

To collect the shares and reconstruct the secret value, the reduction function recon is declared
as follows: reduc forall x:unshare; recon(sharel(x),share2(x),share3(x))=x. Due to
the n-out-of-n premise, it is formalized so that the secret value cannot be reconstructed unless

three distributed shares are gathered.

2.2 Linearity of Operations with Shares and Constant Values

In linear secret sharing schemes, the following relationships hold for operations between shares
and constant values: [z]; + [y]; = [x + yli, e + [x]; = [e + z];, € x [z]; = [e % x]; where [z]; and [y];
are shares for party 7 and ¢ is a constant value. Note that in the formalization using ProVerif,
commutativity of operations cannot be treated in general. To ensure such a relationship, a

linearity relation is expressed for each share_i function of party ¢ using equation.
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2.3 Additive Scheme

In additive secret sharing scheme, not all parties compute locally in the addition of shares
and constants, but only one specific party does. Therefore, we allow the linearity relation of
addition by shares and constants only for party 1 when using the additive secret sharing scheme

and add such a relation to the rules for returning the values of recon.

3 Application to Verification of MPC
3.1 \Verification on Correctness of Addition and Multiplication of Shares

Since any function can be expressed by combinations of addition and multiplication, the mul-
tiplication operation between shares is well studied because it requires the use of multiplication
triples [2] and online communication while the addition operation between shares is completed
locally. On verification of multiplication, the formalization policy described in Section 2.2 is
not sufficient and cannot be verified due to the limitations of ProVerif’s expressive capabilities
as best of our knowledge. For example, ProVerif cannot express that (z — a) * (y — b) returns
two positive value and two negative value and that they cancel each other out with the results
of operations in other terms. Hence, we extend the fucntion recon to return secret value only
when n shares of the appropriate form are gathered, while preserving the relationship between
the form of the multiplication triple and the secret values. The verification of addition can be
done by adding the relation between addition and subtraction cancellation to the linearity of
Section 2.2 for Shamir’s scheme and extending recon as same as Section 2.3 and multiplication

for additive scheme.

3.2 Verification of Output Phase in SPDZ

The SPDZ guarantees active security against party corruption by using authenticated shares.
By placing an event at each timing of each party’s commitment transmission and output equiv-
alence check, ProVerif’s correspondence assertion verification can verify the legitimacy and se-
curity against corruption of the protocol. Note that when checking the equivalence of values, it
is impossible to place the relation  — 2 = 0 in the declaration of equation in ProVerif, so it is

only an expression that the same values are subtracted from each other.

#E# This work was supported by JST CREST JPMJCR22M1.
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1 Background and Motivation

Secure multiparty computation (SMC, also known as MPC) refers to cryptographic protocols that
enable multiple parties to collaboratively compute a function over their private inputs without revealing
those inputs to each other [7]. SMC protocols have found widespread use in practical scenarios, including
online auctions [4] and federated machine learning [6].

The central security property of SMC is privacy, ensuring that no secret information about the inputs
is disclosed to any party. To achieve privacy, SMC protocols employ various cryptographic techniques,
such as random masking or homomorphic encryption. While privacy proofs for these protocols are
often presented in the literature for idealized models, it remains challenging to ensure that privacy is
preserved in actual software implementations. There are three objectives about this challenge that we
aim to achieve in this work: First, we aim to establish a mechanized, well-defined reasoning method,
replacing the informal one in the form of traditional pen-and-paper proofs. Second, we focus on proposing
a unified approach to express both the correctness and privacy properties properties in the same language,
while they are often expressed in different languages in the literature. Third, we seek to show how our

methodology applies across different paradigms of cryptographic protocols.

2 Formalization using Interpretation
We leverage the proof assistant Rocq to develop a method based on an interpreter for a subset of the
m-calculus [3] to model SMC protocols as programs. The language we introduce is as follows:

Inductive proc : Type :=

| Init of data & proc (* Register input to trace *)

| Send of N & data & proc (* Send to nth process *)

| Recv of N & (data — proc) (* Receive from nth process *)
| Ret of data (* Return result *)

| Finish (* Finish successfully *)

| Fail. (* Finish with failure *)

Here, each protocol party is represented by one process, in type proc. As in the r-calculus, computation
can be described through rules rewriting a configuration, i.e. a non-ordered list of tagged channels. The

label on top of the arrow indicates a datum to be added to some input traces:
i:p|C

itplj:fx|C
i:Retx | C —> i:Finish | C

i:Initx.p | C
i:Sendjx.p | j:Recvif. | C

RN
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The input traces are used to capture which process knows what data. We build the verification of
correctness and privacy properties on top of the input traces, not on any specific implementation of the
protocol and the interpreter. This decoupling allows us to verify both correctness and privacy properties
of SMC protocols, regardless of the details of the underlying cryptographic paradigm. To illustrate this,
we formalize two representative SMC protocols: the SMC scalar product protocol (SMC-SPP), which
leverages a commodity server to supply random masks for private inputs [1]; and the Distributed and
Secure Dot Product protocol (SMC-DSDP) [2], which employs homomorphic encryption to perform
computations over encrypted data among N parties, where N > 2.

For correctness properties, we prove that input traces for both protocols match their specifications,
ensuring that each protocol behaves as intended (correctness of communications). Since the expected
computation results can be obtained from the input traces, we also know the results are correct.

For the privacy property, we adopted the notion defined formally in Shen et al. [5]. It uses conditional
entropy to express the knowledge VIEW;.r of the secret input of party i gained by part j during the
execution of a protocol 7. And it uses unconditional entropy to express the knowledge about x; that the

party j owns before the execution:
H(x; | VIEWJ’.’) = H(x;) whenever i # j. )

The VIEW;.r corresponds to the input trace of party j, but needs to be seen as a random variable in
Equation 1. This can be done by turning all sources of randomness into inputs of the protocol, and
obtaining VIEW;.r as a distribution over the input traces generated by the execution of the protocol on
those inputs. This enables us to prove and analyze the privacy property for both the SMC-SPP and
SMC-DSDP protocols within a unified framework.
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